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(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a cryptographic communication method and 
apparatus which provides non-significant result even when decoding process is executed. 
SOLUTION: When a transmission data is generated for the data to be transmitted or 
received between an IC card and a reader/writer 4. the encryption process is executed to 
this transmitting or receiving data. Thereafter, a pseudo information consisting of one or a 
plurality of non-significant information pieces such as random numbers are inserted to the 
encrypted data with the preset system which will be explained later and these data are then 
transmitted (ST10 to 13). Moreover, when the data is received, the pseudo information is 
extracted from the receiving data with the preset system explained later. Subsequently, the 
decoding is executed to analyze the decoded data (ST15 to 18). 
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(IMBR2 ] < k t-ooglM-j ffff-g-ibS^fc 
3M»LJ:5i:1-SflM«rl»*fljU £©WHM5U«Sflr 

»*rffA-t"5.c fc fclWki-£tt*a2l&*0lltH*a{t 

AW«a*«*HTVN5«^ICMUT©^Bff*{bXVW6l 
flMtoff A€rfr 5 ~ k frttft fc T 3 BtsRI 2 SS«<D(Fff * 

«tBi, attffiftft'&MoTOSftttfctttUU :wtt 

-C«^b4rJEi-i k SrWSfci-^H** 2 EoftoHHKl 

©ttffl*iifc*|lftflrW£fl6o-CWEaiBflMS*»6lWE« 
0Hft«*K*U It&oWfftttfl^SiKfcaffiflMftK 

# l t « r k tr wk * 5 wf*w?*». 
ttuwtu i»a^isbfc»ftif»stto-cDnEa« 

1B«*»6«t«WaflM»fe»*i-5ii:«r»«i-r«ll»* 



*>©'>*< k 1> l-oottaiUcftcTttreafltflMl^btt 
MWioi »*HfcsnfcW*fca6afiri:si*#a 

Ai-*5fA^®t. 

r A^atc J: 9 SStfflflT »nm A £ ftfcJSfttiSWSrfl- . 
k, 

c ©aflrawte i ogres jifcaflifflw* & miBKeit 

- J: 9 |^ff«0R* & ttfcaftttWCtt 
.IIMtSU 1 ] «HHb4.nfcW«.feigg(S1-5B*i 

^wsHHwac* oirMsih.tesiMinMwcwu-ca 
A-rsffA^at, 

i co#A#afc <t 9 A * nfcffi:ia$:ftS1- 

10 5»«flf«4-. ittrrefc&WStfMfASnfc&fBWogirtt 

Wtk, 

■rsaffi^ak, 

€r^i-5it4»»k-f5>l8*«l 1 tyfcOBffTifSfi 

So 

[ft** 13] Bff-fb$ixfcffifR4rS2ft1-5Bff-§-ji 
EfcL, C<Dfli*6nfeiS^W*K«-L.Tot*flstrlli-|oJ 

f-ft#ak, 

50 <s-sfcuj»©ffiaijt*<Dfeiijfet8jBi- 5fc»o?a»«73» 
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SBE»#a»£ia«S^fcteB'J®'>^ < t 1 1 oirte^r 
^■w^ttir3g«i-5 ae^a t , 

&#t*:itfcW»t+8llff*il{a£«. 

fit© 

x*5v>f±x 9 B*niff*att9ML 

'r»«*ML'«HWfc¥*i:. ' so 

111*817] Wk«5rr!>^r-:^H^B^9Atc 

at. 
swat. 

mat *fc«tfc i o «HNb s fufcaHiflHscat lt. 
at, 

S&fe^St. 



#P8 2 0 0 2-1 1 1 8 6 0 



tei-ssfg^at. 

tmnk^afc*^ri-5cttw«fc^5»**i 7E 

9] ■tt»r^9i'-'/i^Bmi: 

SUSANS fc ttftHff MMKMW trftjfer ft fcft, 
i- 5 fc *> OfcS&Offi S«« EE»^S t . 

^t^at. 
swat, 

at. 

**u»^at. 

SflNafcPIHWfcfc* LT«riE«ffiHf 

flWlcSt U BtrflE^lSf^atw J: 0 Hff-i^fcli^M 

t fii»r * is. ittDRttttflr « & * © « * flinasffi 

t. 

atrWL. ^w®st»la5-p^•ifilfc5^^ttSR«^-^?f^^{b 
so7 r -^t. eaw?»flr$ai. ^aiy^a-KttSf 

JtroaMSr*— McfFfi£t5#at, 
f- ^ t# L-CWHHbtrJki-WK t . 

w t srfftt t -rsat -naflr^a. 

[?B*^2 1 ] Bf»#fcMi-5flr#*E*l,fcHAflr 
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CE*«ilfcffiWfKB1"Sl1M»® / >ft< kfc-SB©W 
d ©KHHfc SftfcBfftimic* LTiSteWffi k ttS.BB« 

±gsai«tt *o + fWEBf^ft * tittmrnmiz tar s it. 

k % 1 -sKB-s-tBRIf*** Xi-S#gk t v 
IfAI-SUKflWBSltteiMlltrWart-******** 

[HofHMftni » 

[0 0 0 1] 
[0 0 0 2] 

-ir>*-7«-fxtrirrswwi c*— k*. jur* 
ssfci. ^Lt> rixferc*— Ktt, ic*-Kfc* 

UTr-^Ott^tfcfffeJBfMttaRB («*.Kfy 

•9, yfvm-^y^y^t 
!HMIfct>i£<J&Jfl*;h.5J:$tefc!K- a«f-#*flf 

[00 0 3] C©i:5fc1:*~y^*BtD*«.i:l. 
5. 1 0-1 6 1 6 3 ii 

[0 0 0 4] 
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[0 0 0 5] IP*,, ##{fcfrft©d?KfC-^Ttt. Iff* 
< k $ *vfc f- 9 fc «¥• «■ » tt ffi V n T - *©*IB«H-* 
grift 5 iSi-i t C J; o TftJ*ttlc«fK * *vr L4 *. k 

[0 0 0 6] *&nf*. ^©£.CC**S*lfct© 

t^wbxmmfiifm^tjm. if*»M*iiM«ii.T 

Z>Z\k&B&3k-fh. 
[0 0 0 7] 

sua* bsff^t * Kitmm&Q-rz t , £«w»^ & 

B*ie*L-c«*fl:tr:irf 1 1 *w»fci-s. 
[oo ob] ±iae«*raBfet-5fc«>c v *»w 

5 fc1-s**M*flsu, ico^c LtotHSflMste* 

1 1> 1 -o»±fl!M, d v75#AUfeffiBfrffl 
iSSffiflMICfrtO L-C^WKtt-iS{&-r 

[0 0 0 9] ±KI«)SrSfilt-r5fcfcli: % 

A6*ifcttBfe»*i-*»3fe«f«%*fittL, IcofttiJi 
n^tt«BBietE^-CBBSfcB1MU^«naiBff««: 

[0 0 10] J;ESWSrB*1-5fc*H, 
iffiftSBIi. B*flJ4h.fcnMRtiSSWM-SlfWlff* 

HKlcfftSU i©fftt**vfcaMSflM8lc*urw 

5Kfc^(SB«te» U-CSfSWS k l4«M«^»Etttfa 
**ftK3E«nfc(tBC«lAi-*ffA*Rfcx i<Di¥A 
*aic i ►) »^W«*s jf a $ totL&tetit& fr^SPSBl" 
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Lfc*w*£i?u iff*fc s*i.fc««frjssflr-f2.it* 
j*l-sfc#, «-rry 4--->B^£&*-3fc#»©iSc 

jgSfrufcTT'y >r- *s s v«rWJ1-SWJ#Sfc , SUE 
aS^fb^aiw J: 0 Bf ^bSiifcsSfiWffiKat LT. ±E 
E«¥aiwE«$HfclWIEWI$HfcT7"; t—v-b ^ 

[D 0 1 2 J 

[55H!©ISi6<o^i»] (» 1 <omtoZ>B1&) *Jg so 

1-5- SI 211, 3(s:5SPJlc«5BS-fTfifg»»i:U-C© I C 
*-Kl (g!«^fc5^ttSi»S;i:tlw*tf) xuy- 

lo d i 3] ®2lc^i-J: *>k, I c^-Klfcfflv^i 

^/HEfB^ ^-#-K6i:*tn:v^. so 
[ 0 0 1 4 J ]) 9 4 (IrtWy * y 4 & U 
I C#- KlK^SaXoSS^SttK (Sg 

[0 0 15] *fc. C#- K4-ffliA*»#lc 

C*-K$rfflV^»£l;:ii. V -fy** 9 4 <o 
C*-Ki:^ra€rii<gi-*fc*cOia{afflJ (0*-^) # 

[00 1 6] i©«)!£->^AfCj: 5, ic#— Kit 
y-^7'T?4UtlT7'-^roi£S(S5:?f a*^, Hi 
(a) lC#f J:5>lw #IJ;U*. y-^T-f :?4tt. gfl 
^-^fri^i-^i: (STlo) „ Bf-^b5rJ6L-fc»lc 
(STl 1) . fif-f-{b$nfc^-^lc*l-Lr»j$i-5^ 

VROWffi^&teSSeffiffitrffAU (STl 2) . ii 



WW 2 0 0 2- 1 1 1 6 6 0 



(ST 1 3) . 

[ o o 1 7 ] roasts ic^-KicuEy-^ 

*4 t^ffiOttrtB (ST10-ST1S) SrtU Iff* 

4b Lfcf* Ic^ftSWEatvfc^-Cftfflfll ffifrttfli L 
[0 0 1 8] tit. El (b) t^-fi 51-, 0!*.li, 

-^tsirrst (sti 6) v gref-^&tftas-r 
5^«>i5s:s**vfc*^:raitEiffi«frffi&i3t^fctt (st 

18) , «*{bfrlSL (ST 17) „ «-fHb7*- * fc» 
tfrfSiSliftoTV^ (STl 8) , 
I o 0 l 9 ] BHRIC, I C5&— Hi \z.i»±SZV—y?-4 
9 4t!5\&omm (STl 5~ST18) ttU £ft 

ufc w*fl:r- ? ^x>es£ 5 nfc frss-rtwanMi* 

[0 0 2 0] IE) 3 tt, H2<0^'5 : -J»,t1«Bt-f5y— ^ 

*4fr^U 13 3 •(b).ttflHRSil C*-Kfc&»)&5 
fcft© y <f ? 4 fc* LT^ 5. 
[0 0 2 1] ®3 (a) ^7-f*4tt» ftHS 

^^RSh,, I C*- K 1 tft*oaS€r^nep I C* 
-Kl/Fff M^-7»^) lot, ic*-y 

mnmnnExjNBM 1 ±ms^mm^icp 

UT**S*vfc{ffl#Sqi 2 fc v «JlWt LTCtftl 3 

^y-«^^y) i 4 y— ^y^y.icfitffflTSEW 

^Wct LTCRAM (?>^A • T^-tr^ ■ >*y) 1 
[0 0 2 2] *fc, SIS (b) l^i-y-^9^ !?4 
IC*-Kli «*«*o«»«rfTft 5 I C * - K I / 

2. iJ»7'H^7A<eif&Etei--SROMl 4 
fcs y-^>*y icfierai-^ES^ai ltorami 

[0 0 2 3] B34I4, Dazro-^f Afr«fifci"5 I C* 
-Kl©«WB7*ny^Sr«fta!]»cS%-f[a-C?fc5. BI4K 
^i-i^lc, lc*-Kltt, y-K/5-f h*P(R/ 
WW) 1 7 fc. Iff SEKS/PffSEK-g-SFB 1 8 t . WMMfc/ 

[0 0 2 4] R/WU 1 7 (±> 7—9* *t y «PlwJ4-.LT 
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[0 0 2 5] Iff EE»S/WEHa^W 1 8 14, 

10 0 2 6] iff ^fb/tt^bffl 1 9 tt, «tH 

fcfcfcRjhl-afcfcOWMb-^ *HWbtt 
[0 0 2 7] **{b/«#fcS? 1 9f±> **fbS 

-»V«f2 0l4 s »^7*#4*fc*»Sh,fc«l«a 

I0 0 2 8]B5tt. I C*-Kl«lBfr»arfH»7n 
s^BtwLTV^. BQ4 KSrN: * fc, ffiftl32ttti£ 

1-5*1*6^ CPU«0MWRHF»2 1 lEte^S^ L 

F9P2 5 fc*>M*j£Sih/CV*. 
10 0 2 9] I/Fte2 5tt v IMKCl C*— "k1W» 

[0 0 3 0] *fc % »ftfe5fcl C*-K1 eo^lCIln^ 
hWfcUOIMtSi'U y -y?^ ^ 4 iqfitt fc*v*: 
Ha*£J*I C*-KI/F» (=^* h«) irfttei- 

[ooai] rix?>o*Wt<D$^ 1 , 

^^*D 22, T'n^A^y 2 3, at^t? — 
y 2 4 141 oral Cf-^^ (fc<&lrMi«*fc^>I C^y 

[0 0 3 2] ^-*^y 2 214, r^y-y-^a 
V^^OEBIwft^SJX, (HitfEEPROMftifiD 

* y 2 4 (4 S RHRiff? 2' 1 5 l»^^3lr- 

*. tf R A NrtfojWMt > * !) $ v * 5 . 
[0 0 3 3] (2 6l4 N -r-^^^y 2 2 0rtSP»fi^ 
LT^£ 0 y-^^-^y 2 214. MVM2 2-0, "TV so 
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\»*h))2 2i > stffl«2 2 2, teitf, ^yr»2 

2 3*CSMHS*LTV>S. ^yr»2 2 3f4, fc&^x- 
(DF) *«4*VS«£T//^7Mb+ 

[0 0 3 4] *fc, xJ7»223fcft, «£{fffl, 1" 
**>*>!J-*'5W*4 fc I C*-Kl T^ftftOfcftfc 

10035] EI 7 14, 121 C^tST 1 1 <Dm$T — 9 

<nft^c$m<r>-w, ax/«B«ic« ssti2 <o&a 

KKt50Tfc5 B *1\ 1217 (a) (f) i4^ ifi 

T> *»WOSBltOS»6?BiaTfc5Bl7 (g) 

[0 0 3 6] 07 (a) {z.yprtk.^^ »f»U^«3t 
[0037] *LT, h 7 (b) ic^i-iplc, Bf-^b 

/^f^^/vf-^taaL, *tbtr— softs w*. 

"0 W ) -eafctvK. 

[o 0 9 B] fclc, @7 (d) tc^f-i:$^y-^>< 
t^4fc 1 c#-Kifc^*MW**fclfWb*-i:, 
*^ay^rt<Df («I*.KB7 (c) cD<h9W fcfc- 

07 (e) 7iSEl7 (f ) I^^^JiT, ii 

[0 0 3 9 ] 1 035?JiO^ffi-Cf4, @ 7 

(f) K*i-J:5ttS-J|[ffla<D**^M-UT. y-^7 
«Ht«^«BflMRX 1 , X 2 Sr. IB 7 ( g ) Ic^f* 5 

SHSffl<oie*ib»*«;s: (B7 (h) ) MMtSfts i 

[0 0 4 0] ^«)i5 4«fr-Wb«K»8fetrJiaiLfcii* 
to 1 c^-Ki t y-yy-Y^ 4ffflcD-r-^ii^^o^ 
T. E8 4rfflv^TK^"^8 B ®8i4 N H 2 6 fc* 
c*-Ki i y-^7^ ^4T*S$Wi/ 
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[0 04 l]4f s !)-W*4*^IC3b-Kl^ 

I** aHtf^frfftSL (STIOa) . Br*fl2tr*i- 

(STlla). tt^Sftfc^-^ICSfrl, 
T\ ROM15 (£>5VM*RAM1 4) lCSE«bfcE)7 

(ST12a) v I C*-KI/F»1 OfcfrLT I C 

K 1 IcffifB-f* * 5fcft-oTV^5 (STl 3 a) B iq 
[0 0 4 2] I C*-K1<DCFU2 Hi, I/Fffi2 

fcSft-TSi: (ST16b), »«^-***6>n'7ls* 

■m ^«W*i6fcS^v^T«Hlf #x 1 % X 2 

fc* (STl 6 b) b **)flL a-^kSrffiU (ST 1 7 

b) , a»fb^**#^*£5fcfc-5>-ci** (ST 

18b). 

[0 0 4 3] I C#-Kl*>by— ¥*94 9*** 

v*— fWMtr&tes l C#— Kl COCPU2 lte, 
«fi^-*fcfffliL (STl Ob) , MHHbtrlfri- (s 20 
Tllb). BMflsSJxfc-^-^teSLT, R 

OM2 3 (fc£VM*EEPROM2 2) l^1EBbfcia7 

^nais^flia*^ b * zmmnx i > x 2 tr» a u 

(ST12b), I/FW2B^UT!)~^9^^4 
Ki^TSJ:5^ftoTl*S (STl 3b) . 

[0 044] 4 nmWH z 1±* IC#- 

K I/F*Bl oSr^hUTi c*- K X fc JiEflHHb * 
itfc^-* (STl 5 a) , Stef*-^ 

t07 Jw^^*ft«a*ife^S-3V^-C«fH««lX 1 , 30 

x 2&m$&z> (st 1 6 a) , ^oa, a^bfcftu 
(STi 7 a) . aJWfcT^fcWwrsjt 5tefto-c 

V^a (ST 18 a) . 

[0045] J£jLk<o J: 5 (w, JB l ©M|o»«-efi. U 
^IriHgtiBl^ ^-#*:1(MHfcL*:.bfc* JEIZ.BH3- 

[0046] st, sin <&ss»<o»ii6-ettx 

^b^-^MMtLfcl C3t7-Kl*>aw>tty-^7-Y 
Wf«Htr«9tH*te»*vK, «^b0flHfc**ifcSivC feS 
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[0 0 4 6] (*l Wc, Bett/S ion 

jfio^ffl^fcttsw^btoa^jfe^jBi ©s^iiicBB-r 
*A*wa*-^b*!iia*BisriaMi-siaT*>5. E9 
(a) 7bm (f) it, a#o»«Wb«wio*i«©-«* 

^l-fc^Tfc*. ^lt> EI 9 (g) (h) T^-r 
[0 0 4 9] ffl s El 9 (a) (g) 

(•) »s (f ) a*^>irHHbaa^» 

[0 0 6 0] :<DjKDf^TH, ft^b*^^- 
^Wlc^L-C«iA*iT^««a«f^co»AffiK (WAS 

^t), y-^9>r ?4^^*.y 4.aawic#-Kio 

&#Ar*B^ ft Affi«*«fc£U «flMt«fc*A 

[OOBllflPfe, B9 (£) 
tt*^»LT, Bl 01^-f^^ba^Ufc^B 
N) fcttot, Bf*^(Wt (^^v^ra) tcSOttrSlX 
l p X2*ftXtz Q 0 9 (g) fziarf ±5t^ 

irlwit), gJ9 (h) ^-TJ:5f-. 3SHt«oi»»fb* 

[0 0 5 2] «fc % ^-^^Sf^U^Stt (IC*-K 

^y (y-^>f^4^^D 4 a fcs^rai c*-k 

•t£ 0 teT--^/u^fe«fflflM»X 1 , x 2 0#AttKSr 

*<b*«ff u-ca^bf 5 -^ 1-5 ^ 5 1-**, 
loos a] «±oi5i-,.mio^igco^i®omio 
iBM-rn. ^b*nfc^^wfc*H-s«aw*w 

^Ailtt (fltASAO) §rffl»a D «" L T IS D , «R Lfc 
.#A«ttt^«BflMB*r*fAUs ^offAlfcfil (ft 

My) tfcb^rissw«Y*riSfflr^^^W'^i-5<t5 

[0 0 5 4] ^SB^feW^kr— ^taiSLfcl 

*J^TV^*«finif«Y^c*^V^T«ftc^tfc|^|Olp^6» 
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[0 0 5 5]t£oT, Wl<7>SE^«ilT?f4. ^©ifc&Stv 

iBiV^-^iiOSriH^-ri i ktf-ajffikfc* t H 

loose] (#2©ffi3&fla|) fclr. Hi itt, JBi© 
UJSoTfciBKJfstt 5Bff-swfciaa:frft©sfr 2 ©S:7g0UeBa 
i-sftfrw^pff^k^s^jfflSrmw-t-siaTabS. hi 
1 (&) Tim (f) tts ji^toBt-t-fbaso^ragro-^j 

?;^n©ffc5. *LTv Ell (g) S.W (h) T 
*-f fclfc * ^ h K J: 5 , #*E <7?2KSx- ^ 

[0 0 6 7] «v si 1 (1) jjs (1) 4-?©*&ji 

14, 19 7 l'*i-3B 1 ©|£6g©»1|g&t/0 9 1 O 

fc-£©ifeJUICt£o-t , PSP-^ft^r— t a y f f*9©{S 

ttcgf^cosi-inaasrisu mi 1 Ce) 7bai (f) 1= 

[0 0 5 8] r©JB2©3EJW?fi, 5B 1 ©SJi^J P! 
oftAfinSt (ffA&JUJ) El oic*i-J;5lc, «ft 

Y fcaSMtr - * i 5 K it o TV ' a „ 

t 0 0 6 9 ] BP*,, H 1 1 ( i ) 5 ftttfUfflffl 

©»*(s#lt. m oic*t-**»t,a«ufc{i« m 

M) Ktto-C, EfrS©&« (^dj/^HI) fc«ffiltif»X 

1, x2«rifAts. a 1 0 m&.nmo& 

AffiB (Mil) Y LTRFf5£roi*-5Hk 

««MfcU Bl l (g) tc^-mfftffliax 1 . X2«! 

uoi-ac tic*!), E11 (h) c*-*-* 5tc mtsm 
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